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Motivation Design

< Managing certificates by hand is often an impediment for grid 4 Make use of existing InCommon ClLogon Basic CA and existing
users that are not tech-savvy. InCommon federated Identity Providers (IdPs).

¢ Fermilab had a grid job management system which managed % Enable Enhanced Client or Proxy (ECP) option on the IdPs.
certificates for users but was completely dependent on Kerberos 4 Write new cigetcert command line tool to get certificates on
tickets issued by a Fermilab Kerberos Certifying Authority (KCA). users’ behalf:

< This forced collaborating scientists to create local accounts at
Fermilab or learn to configure Fermilab Kerberos authentication on
their own machines, both of which proved difficult.

< The KCA was expensive to maintain and losing software support.

<& (Generic open source tool, not Fermilab-specific.

< Authenticate users with either Kerberos ticket or username/password.
& Get 4-week certificate from ClLogon Basic CA.

< (Generate and store 1-week proxy on local disk, and 4 week proxy in
MyProxy, both unencrypted.

Our goal 4 Complies with Ir_ﬂernational Grid Trust Fou_ndation (I_G.TF) rules.
<& Re-use proxy certificates that have enough time remaining, to reduce
< To create a system where non-Fermilab collaborators can server load.
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< cigetcert is available at https://github.com/fermitools/cigetcert
< Modify Fermilab job submission system to use cigetcert tool:
< If a Fermilab user already has a Kerberos ticket, use it for
authentication. If not, tell user to run cigetcert to enter his or
her password.
< Modify job submission server to renew user proxies from MyProxy.
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